
University of Dayton 
MBA 662A TEAM ASSIGNMENT 

See syllabus for due date(s). 

This is the Team System Assessment project that you are assigned to do for this course.  In this course, 
you will identify a system (either on campus or at your place of business), categorize it and establish the 
boundary, assess the sensitivity and criticality of its information, assess its vulnerabilities, threats that 
may be salient to its confidentiality, integrity and availability, assess controls in place, the level of risk, 
and any fixes to controls you would recommend to enhance its security.  In short, you will be doing a risk 
assessment methodology consistent with NIST 800-30.   

Since most if not all of the rules you should follow are outlined in NIST documents, I don’t have to put a 
lot of detail here.  Here are the deliverables: 

 

Deliverable Weight 
(% of Team Points) 

Establish Authorization Team, Identifying team member roles – 3/4 person teams. 10% 
System Characterization, Security Categorization, and Accreditation Boundaries, 
according to Step 1 of Risk Assessment Methodology. 

25% 

Provide a Risk Assessment Report that applies the nine-step Risk Assessment 
Process, as outlined in NIST SP800-30.  This will include Baseline Reports from 
Microsoft Security Assessment Tool (MSAT) and Microsoft Baseline Security 
Analyzer (MBSA).   

25% 

Present Risk Mitigation/Security Plan including cost-benefit analysis and 
assessment of applicable technical, management and operational security 
controls applying the principles of NIST standards, evaluating currently available 
security controls and making risk mitigation recommendations.  Also a 15-minute 
presentation of same to the class (note change from previous version). 

40% 

 
As you can gather, the first part is pretty easy.  Further, since I wish to emphasize this should be an 
iterative process, you should run stuff by me on a regular basis before submitting the final version.   

If by chance you do not have access to a system with owners/administrators would like to see such an 
assessment done, we can cast about together and find one such system.  Examples of systems that have 
been assessed in the past include from schools, churches, where students work, etc.   


