
University of Dayton 
MIS 368/MBA 662A ASSIGNMENT 4 

See syllabus for due date. 

This assignment is worth 15% of your Homework Assignment Component 

We’re now back on assessing your home systems.  Assignment 4(3) is the third such assignment.  As 
noted in assignment 1, four of your homework assignments this term will involve something of a 
reduced-scope and detail C&A process for your home computer(s) and the networks to which they’re 
attached.  The disciplines that your team project will require for a larger-scale system are also useful 
ones to use to think about personal information risk as embodied in the kinds of information that are 
routinely kept on personal computers.  This assignment will have four steps; in total comprised of steps 
roughly (very roughly) analogous to the process you’ll follow on your team projects.   
 
Having determined how critical and sensitive your data and systems are, this next part of the 
assignment will involve assessing vulnerabilities and threats.  Where might holes exist (e.g. do you keep 
your patches up to date, do you use reasonably strong passwords)?  Do you keep your passwords 
secure?   Who might want to do bad things to your systems (e.g. specific or generalized threats)? 
 
Assignment 4(3) is to use one of the assessment tools provided to help assess what your home 
machine(s)/laptops are attached to and identify gaps in its(their) defenses.   
 
For this assignment, you will continue to assess your information system at home, focusing on 
identifying vulnerabilities using the Microsoft Tools, specifically the Microsoft Baseline Security Analyzer 
Tool.  Simply download this tool (be advised that you might have to think about the version of Windows 
on your system – if you need help contact me or one of the more technically-oriented students on your 
team) use the tools on the focal system of interest, generate the reports and provide a one-page write-
up describing what you find. It’s pretty easy to install and use, it will actually will describe various issues 
such as number of administrator accounts, whether or not you have all the current security updates, etc.  
You may not understand every little thing that it returns, but you can click on the links to get 
explanations and corrective actions you can take.   
 
In addition to this, you may have other software on your system that assesses to some degree your 
current security protections in place that you may describe.  For example, I run Norton Internet Security 
on my home machine; this package includes diagnostic reports, in addition to status updates on things 
such as how recently antivirus signatures were downloaded.   
 
Your deliverables are this.  To what you have already completed in Assignments 1 and 2 (first two parts 
of the home system assessment) add your analysis for this assignment, which will identify vulnerabilities 
and threats, and any controls currently in place.   
 
While we are being a bit loose with the details for your individual assignments, the intent is that these 
exercises will get you thinking about important things for when you do your team assignment (for which 
the more formal procedure will be required).   
 
Be advised, however, in the spirit of iterative improvement, that I will be returning all three of your 
assignments with suggestions for improvement for your final individual assignment, details of which are 
now posted with Assignment 6 (4).   


